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1. ObIIAS XAPAKTEPUCTHUKA ITPOI'PAMMBI

1.1. OOmmue mosioKeHUus

Hacrosmas mnporpamMma mOBBIIEHHMS] KBaTU(HKAIMK pa3paboTaHa Ha OCHOBAHHHU
®enepanbHoro 3akoHa ot 29.12.2012r. Ne 273-®3 «O6 obpa3oBanuu B Poccuiickoit @eepanumy,
npukaza Muno6puayku Poccun ot 05.12.2013r. Ne 1310 «O0 yTBepIeHUH TOPsIKa pa3paboTKu
JIONIOJIHUTEIBHBIX NPO(ECCHOHATBHBIX IPOrPaMM, COICPXKAIMUX CBEICHHS, COCTABJISIOIIUE
rOCYJapCTBEHHYIO TaliHy, W JONOJHHUTEIBHBIX NPOPECCHOHAIBHBIX MPOTrpaMM B 00JIACTH
uH(opMmannoHHON Oe3omacHOCTH» M TpuKaza Munobpuayku Poccum ot 01.07.2013r. Ne 499
«O06 yrBepkaeHuu [lopsinka opraHu3anuy U OCYIIECTBICHHS 00pa30BaTEIbHOM e TEIBHOCTH 10
JIOTIOJTHUTEIbHBIM MTPO(ecCHOHATBHBIM ITPOTrpaMMam.

Ilporpamma mOBBIIEHUS KBaIHM(pUKALUK peanu3yercs B YacTHOM  yuUpeXIAeHHH
JIOIOJIHUTEIBHOTO MIPO(ECCHOHAIBHOTO 00pazoBanus « Y yeOHbIi 1eHtp [[BW».

1.2. Ilesan peajiM3anMu NporpaMmsbI

Ilenplo peanu3aluy  JIOTNOJHUTENBHONH MPO(ECCHOHATBHON MPOrpaMMbl  SIBJISETCS
COBEPIICHCTBOBAHUE YPOBHS 3HAHWM, yMEHUH, MpO(ECCHOHAIBHBIX HABBIKOB U KOMIIETEHIIMI
CIELUATHCTOB B 00JACTH 3aIIMTHI MEPCOHATBHBIX JaHHBIX.

1.3. Kareropuu oby4aommuxcsi:

- PYKOBOAMTENN Opranusanui — oneparopos [1J[H;

- CIIEL[MaJIMCThl, OTBETCTBEHHBIE 3a OpraHu3anuio 3auuTel [1J]H;

- PYKOBOJMUTEIHU U CIIELUAIMCTBI OpraHu3anuii, okaseBaronmx ycayru mo T3KU;

- PYKOBOJUTEIH U CIIEUATIUCTBI CTPYKTYPHBIX MMOJIpA3ACICHUN TEXHHYCCKOM 3aIUThHI
uHpopmaIuu;

- TI0JIb30BATENIX HH(POPMAIIMOHHBIX CUCTEM TIEPCOHAIBHBIX JTAHHBIX.

|

1.4. XapakrepHcTHKa BHAa NpodeccHOHABLHOMN AesiTeIbHOCTH

1.4.1. O6aacTh npogeccHOHAIBLHOII 1eSITeILHOCTH

O6nactb nNpodecCHOHAIBHONH JIEATETBbHOCTH  CIyIIaTeNs, OCBOUBIIETO IPOrpaMMy
TOBBIIIEHUS] KBaIM(HUKAIMK, BKIIOYACT BBIIOJHEHHE pPA0OT MO TEXHUYECKOW 3aluTe
IEPCOHAJIBHBIX ITAHHBIX, IOCTPOEHUIO CUCTEM 3aLUThI IEPCOHAIBHBIX JIAHHBIX, 00padaThiBaeMbIX
B UCII/IH.

1.4.2. O6bexTHI NPOecCHOHAIBHOI 1eATETLHOCTH

- UH(GOPMALIMOHHBIE CUCTEMBI IIEPCOHATBHBIX JTAHHBIX;

- TeXHOJIoTuu obecneyeHust HHGpopMarmoHHou OezonacHoctu [1/1H;

- HH(OpMALIMOHHBIE CUCTEMBI, TEJIEKOMMYHHKAIIMOHHBIE CHCTEMbI, aBTOMATH3UPOBAHHBIE
CHUCTEMBI, CHUCTEMBI YIpaBlICHUS HH(POPMAIMOHHON 0€30MacHOCThIO, WH(OPMAIUMOHHBIE
TEXHOJIOTHH B YCJIIOBUSIX BO3JEHCTBUS yrpo3 HHPOPMAITMOHHOM OE30MaCHOCTH.

- IpOrpaMMHBIE M HPOrPAMMHO-TEXHHYECKHE CPEACTBA 3aIMUThl KOH(PHUIACHIMATHLHON
uHpOpPMAIIUH.
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1.4.3. Bua n 3apa4un npogeccHoOHAIbHOMN A€ TeJIbHOCTH
Buner npodeccroHabHON NIeSTEIPHOCTH: OpraHM3allMOHHO-YIIpaBIeHYeCKasl, 3KCIUTyaTallHOHHAs,

UCCIIEZIOBATEIbCKASI.

3agaun (QyHKIMHN) TpodheccCHOHANBHOMN e TEIEHOCTH:

- OpraHu3anus 3aluThl TepcoHaNbHBIX NaHHBIX B UCII/IH;

- pa3zpaboTka Mojenelt yrpo3 6ezonacHoctu [1/1H;

- OIlpelieNIEHHe YPOBHS 3amuineHHocT [1/1H;

- pa3paboTka mporpaMMbl U METOAMK aTTecTalMoOHHBIX ucnbiTanuii UCIIIx;

- TIpoBEpKa COCTOSIHMS OpraHu3alnuyd pabOT M BBINOJHEHHS OPraHU3allMOHHO-TEXHUYECKHUX
TpeboBanuii no 3ammure [1/1H;

- OIIEHKa IIOJHOTHI U YPOBHS DPa3pabOTKU OpraHU3alMOHHO-PACIOPSAUTENbHOM, MPOEKTHOW H
9KCIUTyaTauroHHON noxkymeHTanuu Ha UCII/H;

- YCTaHOBKa M HacTpoiKa cpeAcTB 3amuTsl nHopmanmu B UCITIH;

- KOHTPOJIb COOTBETCTBUS CUCTEMBI 3aIuThI [IJ[H TpeOoBaHUSIM 3aKOHOIATEILCTRA.

1.5. Ilnannpyembie pe3yJbTaThl 00y4eHHUsI

IIpomecc ocBoeHust O0OydYarOIIMMUCS JOMOJHHUTEIBHON MPOQECCHOHANBHON MPOTPaMMbI
HOBBIIIEHHAS KBAIU(QHUKAIIMY HAIPaBJIeH Ha KAYeCTBEHHOE H3MEHEHHE CIICIYOINX KOMITETEHIIHI:

a) obmenpodeccHOHAIBHBIX:

— paspaboTKa TEXHUYECKHX TpeOOBAaHMH U TEXHWYECKUX 3aJaHUil Ha 3alUIIeHHbIe HHPOPMAIHOHHEIE
CHCTEMBEI,

— OCYIIECTBJIEHHE OPraHU3alUOHHO-NIPABOBOIO U HHXKEHEPHO-TEXHUYECKOIO 00ECIedeHUs 3aIlUuThI
uropmanuu B 1C;

— COIMOCTaBUTENILHBIM aHAIM3 JAHHBIX PE3yJbTaTOB IPOBEPOK U HCHBITAHHH cucTeM 3ammthl [1/1H,
aHaJIM3 BO3MOXKHBIX HCTOYHHUKOB M KaHAJIOB YTEYKH HH()OPMAIIHH.

6) mpouIEHBIX TPOheCCHOHAIBHBIX:

— pa3paboTka TEXHHYECKHX 3aJlaHUil Ha 3allUINeHHBIE WHPOPMAIMOHHBIE CHCTEMBI MEPCOHATBHBIX
JTAHHBIX; '

—  OCYILIECTBJIEHHE OPraHM3alMOHHO-IPABOBOTO M HHIKEHEPHO-TEXHHYECKOTO OOECIICUEHHs 3aIlUThI
uapopmanuu B UCITIH;

— COINOCTAaBUTENILHBIM aHaJIM3 [aHHBIX pe3yJbTaTOB IIPOBEPOK M HCIBITAHWHA CHCTEM 3allUTHI
MH(pOpPMaIMH, aHATH3 BO3MOXHBIX HCTOYHHKOB U KaHAJIOB YTEUKH HH(POPMAIIHH;

— pa3paboTka Mozenei yrpo3 6ezonacuoct uapopmaruu B UCITIH;

— pas3paboTKa NpeIIoKEHUH 0 COBEPIICHCTBOBAHHUIO M MOBBIIICHUIO 3G ()EKTHBHOCTH MTPUHUMAEMBIX
TEXHUYECKUX MEP U OPraHU3AIMOHHBIX MEPOTIPUATHH 1Mo 3ammuTe [1/]H;

— paspaboTka NOJMHTHK HHQYOPMAMOHHOW OE30MacHOCTH OpraHW3alfif, OSKCILIYaTHPYIOIIUX
HH(OPMAIMOHHBIE CHCTEMBI IIEPCOHATBHBIX JTaHHBIX.

B pesynpraTe OCBOEHHS [ONMONHUTENBHOW NPOPECCHOHATBHOU IMPOrPaMMBI  ITOBBIIIEHHS
KBaTHUKauK OOydJaroluecs NOJDKHBI IIOJNyYHTh 3HAHHS, YMEHHS M HABBIKH, KOTOPBIE ITO3BOJIST
KauECTBEHHO U3MEHHUTH COOTBETCTBYIOIINE KOMIIETCHIIHH.

Kommieke 3HaHMH, yMEHMH M HaBBIKOB, IOJyYaeMBIX OOYYArOIIMMUCS B Pe3yJbTaTe OCBOCHHUS
JOIIOJIHUTETBHON NPOGECCHOHAIBHON IIPOrpaMMBI IOBBIIICHHST KBATH(GHUKAIUH J0JKEH POPMHUPOBATHCS
U3 IIPUBEIEHHOTO HI)KE CITUCKA.

Oby4aromuecs qOJIKHBL:

3HATH:

— HOPMAaTHBHBIC IIpaBOBEBIC u OpraHU3alluOHHBIC OCHOBBI obecreueHus Ge3omacHOCTH
INIEPCOHATIBHBIX NaHHBIX,

— COACPXKAaHHC OCHOBHBIX HOPMATHUBHBIX IIPABOBBIX AKTOB, pPETIIaMEHTHPYIOIIMX BOIIPOCHI
obecrieueHus 0€30MMaCHOCTH INEPCOHAIBHBIX TaHHBIX,

— OCHOBHBIE BHIBI YI'PO3 Oe3omacHOCTH lHepCOHa.HBHbD( JaHHBIX B HH(bOpMaIII/IOHHI)IX CUCTEMax
INE€PCOHAIBHBIX TaHHBIX,
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COJIepXKaHUE U MOPSIOK OpraHu3anuu paboT MO BBIIBICHHIO YIpo3 0€30IMaCHOCTH MEPCOHANBHBIX

JTAaHHBIX;

HOPSIOK 3aJaHusl W peaju3alud TpeOOBaHMM MO 3amuTe HHPOpManwu B HHGOPMAIUOHHBIX
CHCTeMaX NEePCOHATBHBIX JTaHHbIX;

TpeboBaHus 10 0OecreyeHn 0 6€30MacCHOCTH EPCOHAIBHBIX JaHHBIX;

Mepbl o0ecriedeHns 6€30MacHOCTH MMePCOHATBHBIX JaHHBIX;

HOPSIIOK TPUMEHEHHsT OPraHU3allMOHHBIX MEp M TEeXHHYECKHX Mep obecneueHus 6e30IacHOCTH
NEePCOHATBHBIX JaHHBIX IpU HUX 00paboTke B HMH(DOPMALMOHHBIX CHCTEMAX IEPCOHAIBHBIX

JTAaHHBIX;
yMeTh:

IUTaHHPOBATh MEPOIIPHUSTHS IO 00ECIICUCHHIO Ge30MTaCHOCTH TIEPCOHAIBHBIX JaHHBIX;
pazpabaTbIBaTh HEOOXOMMBIE TOKYMEHTHI B MHTEpecax OpraHW3anud paboT mo oOecredeHHIo
0€30ITaCHOCTH NMEPCOHATBHBIX TaHHBIX;

000CHOBBIBATh H 3a7aBaTh TPeOOBaHUS 110 00ECIIEUECHUIO OE30MaCHOCTH MIEPCOHATIBHBIX IaHHBIX B
MHGOPMALMOHHBIX CHCTEMaX MEPCOHABHBIX JIaHHBIX;

IPOBOJUTH OLIEHKH aKTYaIbHBIX yIrpo3 0€30MacHOCTH NEePCOHAIBHBIX JaHHBIX IPH X 00paboTke
B HH(OPMALMOHHBIX CHCTEMAaX MEPCOHATBHBIX JaHHBIX;

OIIpeNIeNIATh COCTAaB M COJIEPIKaHUE Mep M0 00ecTeueH 0 6€30MacHOCTH

INEPCOHANBHBIX JaHHBIX NpH HX 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMAaX IEPCOHATBHBIX

JaHHBIX, HEOOXOAUMBIX JUTS GJIOKMPOBAHUS yrpo3 6€30MaCHOCTH IIEPCOHABHBIX JaHHBIX.
00J1a1aTH HABBIKAMH:

OIPEACIICHUA YPOBHA 3alIUINCHHOCTH IEPCOHATIBHBIX JaHHBIX,
BBIIBJICHUSA YI'pO3 0e30macHOCTH INNEPCOHAJIBHBIX HOAaHHBIX B I/IH(l)OpMaD}I/IOHHBD( CUCTEMAx
IIEPCOHANIPHBIX JAaHHBIX.

1.6. TpynoeMKkoCTh NporpaMmmal

O6mas TpyJOeMKOCTh OCBOCHHS TAHHOW INPOrpaMMbI TOBBIIICHHS KBATH(DHUKAIUH COCTABIISICT

72 (ceMbIecAT 1Ba) aKaIeMHYECKUX Jaca.

1.7. ®opma u cpoku o0y4eHHSI

{

OOyuenne 1o JaHHOH MNporpaMMe IOBBINICHUS KBATH(UKAIUU OCYIIECTBISETCS B OYHOM

(c oTprIBOM OT paboTHI) opMme.

Cpok OocCBOEHHs JaHHOI HpOrpamMMbl MOBBIICHHS KBATH(PHUKAIUH NPH OYHOH (Gopme oOydeHus

COCTaBJISIET 8§ MHEN.

1.8. Pexxum 3aHsATHH

Y4eOHble 3aHATHS TPOBOISATCS B COOTBETCTBHH C PACIIUCAHUEM, YTBEPKIAEMBIM JUPEKTOPOM.
[TpoomKHUTENBHOCTD OTHOTO 3aHATHS — 45 MUHYT.

[TepepsiB Mexay 3aHsaTussMHA 10 MHHYT.

IlepepsiB Ha 06exn — 1 yac.

VuyebHas Harpy3ka — He Ooyee 9 akaeMUYeCKHUX YacoOB B JIeHb, BKIIIOYAsl BCE BUIBI AYAUTOPHON U

BHEAYIUTOPHOH y4eOHOH pabOThI CITyIIaTes.




2. COIEPKAHHUE ITPOI'PAMMBI

2.1.  YueOusblii ni1an

B Tom uHcie, yac
HaumeHoBaHHe pa3iesioB H TeM Beero K
9acoB JI |[C3 | II3 | 3au Cl’)
1 2 3|4 |5 |6 |7
Paszgen 1. OpraHu3auMoHHO-NPABOBbIE OCHOBBI 0GecneYeHUs 3aLHThI 8 8
uHopmauuu B Poceniickoii @eaepaunn
Tema: CrpykTypa HOPMAaTHBHO-TIPaBOBEIX akToB P® B obsactu 5 5
3aIUTH HKHPOPMALIUH.
Tema: HopMaTHBHO-METOIUYECKHE TOKYMEHTHI TOCY JapCTBEHHBIX ) 5
PeryJasSTOpOB MO 3aluTe UHHOPMALIHH.
Tema: ['ocynapcTBeHHas cUCTEMa 3alIUThl MHGOPMALHH. 2 2
Tema: JluueH3WpoBaHUE [EATEIBHOCTH II0 TEXHUYECKOHN 3aluuTe ’ 5
KOHGHIEHITHATBHOM HHOpMAIIHH.
Paznen 2. Opranusanusi obecneyeHusi 6€30MacHOCTH NMEPCOHANBHBIX 14 9 2 3
AaHHBIX B HHGOPMALHOHHBIX CHCTEMAX MEPCOHATbHBIX JaHHBIX.
Tema: OcHoBHble nonoxxeHust enepanpHoro 3akoHa Ne 152-03 ot 3 4 ) )
27.07.2006 «O nepcoHaNbHBIX JAHHBIXY.
Tema: OcoGeHHoCTH HEaBTOMAaTHU3UPOBaHHOMN 06paboTku ) 1 1
NEepPCOHATBHBIX JaHHBIX.
Tema: TpeGoBaHuS K 3allUTe TMEPCOHAJBHBIX NaHHBIX TIPU HX ) )
00paboTke B MHGOPMALIMOHHBIX CHCTEMax IEepPCOHATbHBIX TaHHBIX.
Tema: Ilopsnoxk pa3pabOTKH CHCTEMBbI 3allMTHl TMEPCOHAJBHBIX 5 )
JaHHBIX
Paznen 3. PaspaGoTka MoaesH yrpo3 6e30nacHOCTH NEPCOHAIBHBIX 16 10 2 4
JaHHDbIX.
Tema: Knaccudukauus 1 BUIbI yrpo3 6€30nacHOCTH MHPOpMALIUH 6 2 2 2
Tema:  XapakTepucTHMKa  HCTOYHHUKOB  Yrpo3 .0e30macHOCTH 6 4 )
uHpOpMaLMH
Tema: Meronuka ompenesieHHs: aKTyaJlbHBIX Yrpo3 0e30MacHOCTH ) )
MePCOHATBHBIX JaHHBIX
Tema: OcoGeHHOCTH MOCTPOSHHs MOJIENIA YIpo3 MpH HCIIONIb30BaHUU ) )
CpeaCTB KpUnTorpadhuyeckoi 3aiuThl HHPOPMaLIUH.
Pazgen 4. OpraHnzauHoHHbIE U TEXHHYECKHE Mepbl 3aLUHThI 16 10 5 1
NepPCOHAILHBIX TaHHBIX.
Tema: CocTaB U coaep)kaHHe OpraHU3alMOHHBIX U TEXHUYECKUX MEp g 6 1 1
o obecrnieueHUIO 0€30MacHOCTH MepCOHABHBIX NaHHbIX B UCTI/IH.
Tema: Ilopsmox BeiOopa Mep 3amuTel [IJIH B COOTBETCTBUHU C 6 ’ 4
YPOBHEM 3alUIEHHOCTH.
Tema: OcobGeHHOCTH M GOpMBI OLEHKU 3()PEKTUBHOCTH 3aIIUTEHI 5 )
MEPCOHAIBHBIX JaHHBIX.
Pazpnen 5. dxenyarauust UCITIH. 16 10 <+ 2
Tema: CocTaB U cojaepKaHHME JIOKaJIbHBIX ITPABOBBIX aKTOB IpHU 10 4 4 I
skcruryatauuud UCITIH.
Tema: Ilopsmok  mMpoBeNeHHS  KOHTPOJIBHBIX  MEpOTPUATHH 6 6 |
rOCYJapCTBEHHBIX PETYJIATOPOB U MOATOTOBKH K HUM.
Hrorosas arrecranus (3a4er) 2 2
Hroro 72 47 | 2 | 11 2 10
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IMpamewanme: «JI» - nekuus, «C3» - cemuHapckoe 3aHATHE, «II3» - mpakTHYecKoe 3aHSATHE,
«K» - koncynpranms, «CP» - camocTosTenpHas paboTa, «3a4» - 3a4eT.

HauMeHOBaHME TEM 3aHATHMH, UX BUIbI H 06BEM MOTYT KOPPEKTHPOBAThCA B Mpesenax o0beMa MporpamMmMbl
TMOBBIIEHHs] KBATU(HUKALMK C YYeTOM OOHOBIEHHs 3aKOHOATETbHOH W HOPMAaTHBHO-METOJMYECKOW Oasbl B
obnmacty  MH(GOPMALMOHHOW  O€30MacHOCTH, MOSBIEHHS HOBBIX CPEACTB  3allUThl HMHbOpMalWH U
UHCTPYMEHTAJIbHBIX CPEACTB KOHTPOJIA.

2.2. KanenaapHbiii yueOHbIH rpadpux

3aHATHS 10 MPOrpaMMe MOBBINICHUS KBATH(UKAIHMKA NMPOBOIATCS, KaK IMPAaBHIIO, €KEMECIIHO B
COOTBETCTBHHM C  YTBEPXKIECHHBIM  rpa@uKoM  IpOBEIEHHMs  KypcOoB  Ha  TEKyLIMd  TOZ.
[TpoMO/KUTENEHOCTE peai3allii IIPOrPaMMBI TIOBBIICHUS KBATH(UKAIIMK COCTaBIIAET 8 (BOCEMB) IHEH.

YuyeOHbIC THH

H O0bem
aHMEHOBaHUeE pa3jeJia IPorpaMMbI marpyskn | 1 2 3 415!|6l7 8
(4ac)
99 | 99 | 99 | 99 | 94 [ 99 | 94 | 94
Paznen 1. OpraHu3anmOHHO-IIPaBOBBIE OCHOBBI 8 8

oOecriedeHust  3amUTBl  HHGOpMAluu B
Poccuiickoi @enepannn

Pasnen 2. Oprammsanus  obecrieyeHHS 14 1 (9 | 4
0€30macHOCTH  TEpPCOHANBHBIX JAaHHBIX B
UHQOPMAIIMOHHBIX CHCTEMaX I1€PCOHAIBHBIX

JI@HHBIX
Pasgen 3. Paspaborka Momenu  yrpos 16 < 9 12
©€30I1acCHOCTH NE€PCOHAIBHBIX JaHHBIX

Paszpen 4. OpraHu3alMOHHBIE U TEXHHYECKHE 16 7419

MeEpBI 3alUTHI IEPCOHAIIBHBIX JaHHBIX ,

Pasnen 5. Oxcruryaranus MCITIx 16 911
Hrorosas aTrectanus (3a4er) 2 2

2.3. Conep>kaHue pa3/ieioB H TeM
Copep:kaHue pa3ejioB, TeM Kypca H H3y4aeMbIX BOIIPOCOB

HanmvenoBanne
pa3aesioB H TeM (OCHOBHBIE BONPOCHI)
Paznen 1. Oprann3anHoHHO-IPAaBOBbIE OCHOBBI 00ecnevenns 3alHThl HHpopmannn B Poccniickoi
Degepanuu

Tema | CTpykTypa HOPpMAaTHBHO-NPaBOBbIX aKTOB P® B 06/1acTH 3amATHI HHPOPMALHH.

®enepanbHble 3aKOHbI W TocTtaHoBiieHUs [IpaBurenbctBa P®, ocylIecTBIAIOIIWE IMPaBOBOE
perynupoBaHue 00paboTKH M 3amuThl MHGOopMaLuy. [Topsiok orpaHUYeHus 10CTyna K HHGOpMaLHH.
Bupel uHbOpMammu orpaHudeHHOro pgoctyna. [ocynmapcTBeHHble HHGOPMALMOHHBIE CHCTEMBI.
["ocynapcTBeHHbIE pery iiTopsl B chepe 3auThl MHGOpMaLMK, UX (YHKLIUU U IOJTHOMOYHS.

Tema | HopmaTnBHO-MeTOAH4YecKHe [JOKYMEHTHI TIOCYJapCTBEHHBIX PperyJsiTOpoB MO  3allHTe
HHpopmanum.

Buael nOKyMEHTOB, H3[JaBaeMbIX TIOCYJAapCTBEHHBIMH peryisTopamu. CTpykTypa W Ha3HaueHHUE
JOKYMEHTOB B o0OjacTu 3amuThl MHQOpMamwu, chepa uX npuMeHeHHs. O030p HalMOHATBHBIX U
MEX/IyHapOJHBIX CTaHAApTOB B oOyiacTd 3amuThl MHPopManuu. [loHsaTHE cepTUdUKAU CPENCTB
3alUTHl HTH()OPMALIHH.

Tema | I'ocynapcTBeHHas cucTeMa 3amUTHI HHPOPMAIHH.
CTpykTypa M 3aa4M rocylapcTBEHHOH CHCTEMBI 3aliuThl MHGopMauuu. CucreMa MeponpusATHil 1o
3amure uHGopmauuu B PD. 3agauu noapasaeneHuii U CNeLMaIMCTOB MO 3alIUTe MHPOPMALHH.
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Tema | JIAnmeH3upoBaHHE AeATEILHOCTH 0 TEXHAYECKOI 3alHTe KOH(HAeHNHAILAOH HH(OpManuu.
JIMLeH3MpyeMble BUIBI JIESTENLHOCTH B O0JacTH 3alUThl KOH(QUASHUMaNbHOH WH(OpMaLMH.
HopMaTHBHO-TIPaBOBblE IOKYMEHTBI 0 BOMpPOCAM JIMLEH3UPOBaHHsA. JIMIEH3MOHHBIE TpeOGOBaHUS.
OYHKIUM YYaCTHHUKOB CHCTeMbl JHIEeH3UpoBaHUs. OOmMH MOPAAOK TOJNYyYEHHs JIHLIEH3UH.
3asBUTEIbHBIE JOKYMEHTBI.

Paszgen 2. Opranuszanus obecneyeHns 6€30NaCHOCTH MEPCOHATBHBIX JaHHBIX B HHPOPMANHOHHBIX
CHCTEMAaX NePCOHAIbHBIX JAHHBIX.

Tema | OcnoBuble mosioskenust Pexepanbuoro 3akona Ne 152-@3 or 27.07.2006 «O mepcoHaJbHBIX
AAaHHBIX».

OcHOBHbIE TIOHATUS U chepa npumeHeHus 3akoHa. [IpaBa cyOwsektoB I1J[H. Cornacue Ha o6paboTKy
[1/Tn. OGs3anHocTH omepaTtopa ITJIH. Mepsl, HampaBlIeHHbIE Ha pealn3alMio TpeOOBaHMH 3aKOHA
«O nepcoHaJIbHBIX JAHHBIX).

Tema | OcoGeHHOCTH HEABTOMATH3MPOBAHHOI 06PaGOTKH NEPCOHATLHBIX JAHHBIX.
TpeGoBanus K THUNOBBIM (opmaM OOKyMeHTOB, coxaepxkamux I1/JH. TpeGoBaHMsA K COXpPaHHOCTH
Hocutenei [1/1H.

Tema | TpeGoBaHHA K 3aUIHTEe NEePCOHAJLHBIX JaHHBIX NPH HX 00paboTke B HHGOPMANHOHHBIX
CHCTeMaxX NepPCOHAJbHbIX JaHHBIX.

VpoBun 3amumeHHoctd [1J[H. Tlopsmok ompenesieHHs YpPOBHs 3alMIIEHHOCTH. TpebGoBanuil K
YPOBHSIM 3aIHIIEHHOCTH 1 MOPSAJOK MX BBIMOJTHEHMS.

Tema | [Topsigok pa3paboTKH CHCTEMbI 3aIIHTHI NEPCOHAIbHBIX JaHHBIX.

Dranbl noctpoeHus: cuctemsl 3amutsl [1/1H. O6cnenoBanne UCIIIH. @opmupoBanue TpeGoBaHuii 1o
samuTe [IJJH W WX OOKyMeHTHpoBaHHWe. [IpoeKkTHas OOKyMEHTalus Ha cucTeMmy 3amurtel [1J1H.
Brenpenue mep 3amutsl 1 BBoa MICIIJIH B 3KCIUTyaTalmIo.

Pasnen 3. PazpaboTka Moaesin yrpo3 6e30acHOCTH NEePCOHAIBHBIX JAHHBIX.

Tema | Knaccmpukanus u BHABI yrpo3 6e3onacHocTd HHGopManum.

OCHOBHBIE THIbBI aKTYalbHBIX Yrpo3 0e30MacHOCTH IMEPCOHANBHBIX AAaHHBIX NMPH MX 00paboTke B
WHGOPMAIIMOHHBIX CHCTEMaxX TNEePCOHAJIBHBIX JaHHBIX, TMOPSINOK WX ONpeAesieHus. YTpo3bl
HECaHKIIMOHUPOBAHHOTO [OCTyNa K HWH(pOpMauuu B WHGOPMALMOHHBIX CHCTEMAax IEPCOHAIbHBIX
JAHHBIX. YTPO3bl YTeYKH MHQOPMALIMH 10 TEXHUYECKUM KaHaJIaM.

Tema | XapaKTepHCTHKA HCTOYHHKOB yrpo3 0e30macHOCTH HHGOpMANHH.
Hctounuku yrpo3 6e30macHOCTH HHpopMauuu. BHemHuii M BHyTpeHHWH HapymuTensb. OueHka
BO3MOXKHOCTe# (MoTeHIMana) Hapyuiuresisi. @akTopbl, BO3ASHCTBYIOINE HAa HHPOPMALIUIO.

Tema | Meroanuka onpeJejieHHs] AKTYyaJbHBIX YIpo3 6€30NaCHOCTH NePCOHATbHBIX TaHHBIX.
Crpyktypa ™etomuku. Hcexomgnas 3amumeHHocts WCII[IH. BeposiTHOcTe peanusanyv  yrpos
OmnacHocTb yrpo3. OnpeneneHne aKTyalbHOCTH yIpo3.

Tema | Oco0eHHOCTH MOCTPOECHHUS MOJIEIH YIPo3 NPH HCHOJIb30BAHHH CPEACTB KPHITOrpaduiecKoi
3aIHThI HH(pOpMANHH.

Heob6xomumocts mpumeHenuss CK3U. OcobGeHHocTH ompeneneHus yrpo3 mo mertoposnorun DOCB.
AKTyaJIbHbIE€ YTPO3bl U OPraHU3allMOHHBIE MEPHI 3aIIUTEHI.

Paznen 4. Opranmaunonnble H TEXHHYECKHE MePhI 3AIUTHI NePCOHAJIBbHBIX JAaHHBbIX.

Tema | CocraB H coaepKaHHe OPraHU3aNHOHHBIX H TEXHHYECKHX Mep Mo ofecneveHHI0 0e3001aCHOCTH
nepcoHaJbHBIX JaHHbIX B UCII/IH.

CocraB mep 3amuThl I1J]H. ['pynmsl Mep U uX xapaktepucTtuka. TpebGoBanus k MepaM. HeoOxoaumocTs
yCHJIeHUsT Mep U TpeboBaHus K ycwieHuto. OmpeneneHue 06a3oBoro Habopa Mep 3alllUThl, €ro
YTOYHEHHUE M aJanTalysl.

Tema | [lopsimok BbiGopa mMep 3amuThbl II/[H B COOTBETCTBHH ¢ YPOBHEM 3allHIIEHHOCTH.
Onpenenenue 6a30Boro Habopa Mep 3allUThI, €ro yTouHeHHe U ajanTtanys. KoMneHcalMoHHbIE MEPEI
3aIIMUTHI U NOPSIAOK UX BeIOOpa U 060CHOBAHMSL.

Pazpnen 5. Oxcnuyaranmusa UCIIn.

Tema | CoctaB H coaep:kaHHe JIOKAJIbHBIX NPABOBBIX aKTOB NpH 3kcniayatanun UCILIn.

ITpuMepHBIii cOCTaB JOKaIbHBIX MPaBOBBIX akToB onepaTopa [1/H. CTpyKTypa OCHOBHBIX JJOKYMEHTOB:
ITonutuka onepartopa, [TonoxxeHue 06 oOpabotke I1/[H, akT ycTaHOBJIEHUS YpPOBHS 3allMILEHHOCTH,
uHCTpyKUMH nosib3oBaresnsim MCIIH.

Tema | Ilopsinok npoBeJeHHs KOHTPOJbHBIX MEPONPHATHH TroOCyIapCTBEHHBIX PperyJjisTopoB H
NOATrOTOBKH K HHM.

[Topsinok ¥ (GOpMBI TPOBEAEHHUS TIPOBEPOUHBIX MEPONPHATHI YIIOJHOMOYEHHBIM OpraHaMu
ucnionuurenbHoid  Bracth (OCTIOK, ®CB, PockomHamzop). PexomeHmauuu Mo TOATOTOBKE K
NPOBEJCHUIO NIPOBEPKHU.
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3. YCJIOBUS PEAJIM3ALIMUA ITPOT'PAMMBI

3.1. TpeOGoBaHusi K YPOBHI0 MNOATOTOBKH CJIyImIaTe/si, HeOOXOAUMOMY [AJsi OCBOEHHS
NPOrpaMMBbI

K ocBoeHMIO MporpamMmbl MOBBINICHUS KBATU(PHUKAIUH JOITYCKAIOTCS JIMIA, UMEIOIIME CpEe/IHee
npodeccruoHanbHOE U (WIK) BhICIIee 00pa3oBaHMe U JIMIA, TOTyJarolue cpeaHee npodeccuoHaIbHOe |
(unn) BeICIIEE 0Opa30OBaHUE.

3.2. TpeGoBaHusl K KaAPOBBHIM yCJIOBHSAM PeaTH3alUH IPOrPaAMMbI

Peamuzanus IIporpaMMabI TIOBBIIIEHUS KBaJ'II/I(bI/IKaHI/II/I obecneunBaeTCs PYKOBOOAIIUMHUA U HAYIHO-
neaarorun4cCKuMHu pa6OTHHKaMH VyebHOro [EHTpa, a TaKX€ JIMIaMH, IIPUBJIICKAEMbIMH K peali3allui
IIPOTpaMMBI Ha YCJIOBUAX I'PaAXXJaHCKO-IIPAaBOBOT'O JOTOBOpPA.

Bce naydHo-megarormueckue pabOTHHKH, y4acTBYIOIIHE B PEATH3AIUH IIPOTPaMMBI IOBBIICHUS
KBanM(UKAUK, JOJDKHBI MMETh BBICIIEE TEeXHHUYECKOEe 0Opa3oBaHHE, KOHKPETHBIM OIBIT peald3alliy
Hay4HO-NIPHKIAIHEIX Pa3paboTOK MM MHOH (OPMBI NMPAaKTHYECKOH NEATETbHOCTH B OOTACTH 3alUTHI
HH(pOpMAITHH.

3.3. TpeboBaHusl K MATEPHAIHLHO-TEXHHYECKHM YCJIOBHAM PeAJTH3AIHH MPOrPaMMBbI

Jlns mpoBeleHMs 3aHATUH HUCHOJB3YIOTCS y4eOHBIE ayJUTOPHH W CIICIHATH3HPOBAHHEBIE KJIAaCCHI.
VuebHble aymuTOpHH  OOOpYHOBaHBI  y4eOHBIMH  JOCKAaMM, KOMIIBIOTEPaMH, OJKpaHaMH H
MYyJIbTHMEIMUHEIME  IpoekTopamu. CrHenuanu3upoBaHHBIE KIJIACCHI O00OpPYIOBaHBI CTEHIAMH H
KOMIIBIOTEPAMH C YCTaHOBJIEHHBIM JIMIICH3UOHHBIM IIPOTPaMMHBIM 00€CIIeUeHUEM, CPEICTBAMH 3aIIHUTHI
HHGOPMAIUH, WHCTPYMEHTAIBHBIMHA CPEICTBAMH KOHTPOJIS 3()(PEKTUBHOCTH 3aIMUTH MH(OPMAIHH, a
TaK)X€ MHCTPYMEHTAJIbHBIMH CpEACTBAMH, IIO3BOJIIIOIIMMH OTpabaThiBaTh MPAKTUYECKHE HABBIKH
[IPOBEJICHUS aTTECTAlMOHHBIX HCIIBITAHHH.

Ciymatensam obecreuuBaeTcsi JOCTYI B HOMEIICHHUS, OCHAIIECHHbIE KOMIIBIOTEPAaMH H JIpYyroif
OPITEXHMKOM, UL CAMOCTOSTENHHON pabOThI U BO3MOYKHOCTBIO TOCTyIa B IHTEpHET.

3.4. YueOHO-MeTOaHYeCKOe H HHPOPMAIIMOHHOE 00ecredeHre MporpaMmMbl

3.4.1. CpeacrBa oGecriedeHHsT OCBOEHHS NPOrpaMmel

1. TunoBele GOPMBI IPOrpaMM, METOJIUK H IIPOTOKOJIOB aTTECTAIIMOHHBIX UCIIBITAHU.

2. Ilpe3eHTanMOHHBIE MaTEPUAITBI JICKIIMN U TPAKTHYECKUX 3aHSTHIM.

3. JlokyMeHTanus Ha cpeacTa 3ammThl HHGopMmanwu oT HCJl 1 MHCTpYMEHTAIBHEIE CPEICTBA
KOHTPOJIS 3aIUIIEHHOCTH.

4. Jloctym k cetu MHTEpHET.
3.4.2. OcHoBHasi TUTEpaTypa

3akoHoaaTeJabHbIE H IIpaBOBbI€ AKTHI

e HaumenoBanue

n/n

1. | ®enepanbubiit 3akoH oT 27 wmrons 2006 r. Ne 149-®3 «O6 undopmanuu, HHPOPMAIHOHHBIX
TEXHOJIOTUSIX ¥ 3aluTe HHYOPMAIIHU»

2. | ®enepanpusblii 3akoH 0T 27 uroist 2006 . Ne 152-D3 «O nepcoHATBHBIX JAHHBIX »

3. | ®enepanpusbli 3akoH oT 07.07.2003 r. Ne 126-®3 «O cBsa3u»

4. | ®enepanpnbiii 3akoH oT 27 gexabps 2002 r. Ne 184-D3 «O TeXHHUECKOM PETYIHPOBAHIHN)

5. | @enepansubli 3akoH oT 04 mas 2011 r. Ne 99-03 «O nHIEH3UPOBAaHMH OTAEIBHBIX BHJIOB
NS TEILHOCTHY. g :

6. | ®enepansuslii 3akoH oT 29 uroist 2004 . No 98-®3 «O xoMMepUecKkoi TaliHe»

7. | ®enepanbHbli 3ak0H 0T 26 mroHs 2008 1. No 102-D3 «O6 obecrieueHnH eTMHCTBA H3MEPEHHUIT»
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Ne
HaumenoBanue

n/n

8. | Yka3 Ilpesmmenra Poccuiickoit @enepanmm ot 17 mapra 2008 r. Ne 351 «O wmepax mno
obecneyennio MHGOpManUOHHOM Oe3omacHocTu Poccuiickoit Penepanuy MpH UCIOIb30BaHUU
HH()OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CeT€d  MEeXIyHapoJHOro  HH(OPMAIHMOHHOTO
oOMeHa»

9. | Vxa3 Ilpesunenra Poccuiickoit @enepanuu ot 16 asrycra 2004 r. Ne 1085 «Bompocsr
DenepabHOM CITy)KOBI 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJTIO»

10. | Yka3 Ilpe3unenta Poccuiickoit @eneparuu ot 06 mapra 1997 r. Ne 188 «O6 yTBepkIeHUH
HepeyHs CBeIeHUH KOH(UIEHIIHATBHOTO XapaKkTepay

11. | HoxtpuHa wuHpOpMannoHHOH  Oe3omacHocTH  Poccuiickoit  ®enepanuu.  (yTBep)KIeHA
[Ipesunentom Poccuiickoit @enepamuu 9 centsabps 2000 r. Ne [Tp-1895)

12. | IlocranoBnenue IIpaBurensctBa Poccmiickoit @emepanuu ot 26 wmioHs 1995 1. Ne 608
«O6 yrBepxaeruu [lonoxxeHust 0 cepTUhUKAIMU CPEICTB 3aIMUTH HH)OPMAITHH )

13. | IlocranoBnenne IlpaButensctBa Poccumiickoit @enepamum ot 26 wmroHs 1995 r. Ne 1119
«O6 yTBepXKIEHHHM TpeOOBAaHMH K 3aIlUTe IEPCOHAIBHBIX [TaHHBIX NpH HX 00paboTKe B
HH()OPMAIMOHHBIX CHCTEMAX MEePCOHATBHBIX JAHHBIX )

14. | ITocranoBnenue IIpaButensctBa Poccuiickoit ®emepamuu ot 3 despams 2012 r. Ne 79
«O6 yrtBepkaeHun IlonokeHHUs] O JHIEH3UPOBAHHUU IESTEILHOCTH II0 TEXHHYECKOM 3alure
KOH(UICHITHATHHON HHPOPMAIHH»

15. | IlocranoBnenune IlpaButensctBa Poccmiickoit ®enepammu ot 02 wmapra 2012r. Ne 171
«O6 yrBepkneHun IlomoXkeHHs O JIMIIEH3UPOBAHWM MAEATEIBHOCTH 10 pa3paboTke u
IIPOM3BOJICTBY CPEJCTB 3aLIUThI KOHGHICHIIMATHHON HHPOPMAITHH)

16. | [TocranoBnenne IIpaButensctBa Poccuiickoit ®enmepanmu ot 03 Hos6ps 1994 r. Ne 1233
«ITonoxxenne o mopsake obpameHuss co ciay)xeOHOH wuH(poOpManuelt OrpaHHYEHHOTO
pacIpocTpaHeHus B heepabHBIX OpraHax UCIOJHUTEIbHOMN BIACTH

HopmaTnBHO-MeTOIMYeCKHE TOKYMEHTBI

Ne

HanmenoBanue

n/n

1. |Ilpukas ®CTIK or 11 despans 2013r Nel7 «O6 yrBepknenmn TpeGoBaHmii o 3amuTe
MH(OpMaNNK, He COCTABISIONIEN TOCYIapCTBEHHYIO TaifHy, cozepIKaleiicss B roCy1apCTBEHHBIX
UH()OPMAIIMOHHBIX CHCTEMAX».

2. | Ilpuxaz ®CTOK or 18 deBpans 2013r No21 «OG6 yTBEep)KIEHHH COCTaBa M COJEPIKAHUS
OpPraHU3alMOHHBIX M TEXHUYECKHUX MEp M0 00ecleueHHI0 0€30MacHOCTH MEPCOHATBHBIX JaHHBIX
npH uX 00paboTke B MHPOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX»

3. | bazoBas Mozens yrpo3 O0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX IPH HX 00paboTKe B
MHQPOPMAIIMOHHBIX CHCTEMaxX IEePCOHABHBIX JaHHBIX (YTBEPKIEHA 3aMECTHTENIEM IMPEKTOpA
OCTOK Poccun 15 despans 2008 r.)

4. | Ilpuxaz ®CTIOK ot 14 urons 2014r Ne31 «O6 yrBepxmenun TpeGoBaHHi K 0OECIEUECHHIO
3amuTel MHQOPMAMU B aBTOMATH3MPOBAaHHBIX CHCTEMax YIpaBIICHHs MMPOU3BOJCTBEHHBIMH U
TEXHOJIOTHYECKAMH IIPOLECCAMHM Ha KPUTHUYECKH BaXKHBIX OOBEKTaX, MOTEHIMAIBHO OIMACHBIX
oObeKTax, a TakXKe OOBeKTaX, NPEICTABISIOIINX IIOBBINICHHYIO OMACHOCTh IS JKM3HH U
3I0POBbS JIIOAEH U I OKPY’KAIOIIEH TPUPOTHON Cpeabl»

5. | Meronuka onpeneneHus aKTyaJbHBIX YIpo3 0€30IacHOCTH IEPCOHANBHBIX IPH UX 00paboTKe B
MHGOPMAIMOHHBIX CHCTEMaxX IIePCOHAIBHBIX JAHHBIX JAHHBIX (YyTBEPKIEHA 3aMECTUTENIEM
qupextopa @CTIK Poccun 14 pespans 2008 r.)

6. | CnennanbHble TpeOOBaHHS M PEKOMEHAAIMH [0 TEXHHYECKOW 3aliuTe KOH(HICHIMATBHOMN
uadopmanuu (CTP-K). YrtBepxnens! mpukazom I'ocrexkomuccuu Poccum ot 30.08.2002 r.
Ne 282

7. | llonoxenue o cepTH(HUKAMK CPEICTB 3aUIMTHl MHPOPMALKH MO TPeOOBAHUAM OGE30IIaCHOCTH
uH(opManuu (yTBEpXKAEHO NpUKa3oM mpejcexaarens [ocrexxomuccun Poccuu or 27 OKTAGpS
1995 r. No 199) '

8.

[Tonmoxenue 10 arTecTalui 00BEKTOB I/IH(l)OpMaTI/ISaLII/II/I 110 Tpe60BaHI/I}IM 0e30macHOCTH
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HaunmenoBaHue

nHpopmarmu (yrBepkaeHo npencenarenem I'ocrexkomucenu Poccun 25 Hos0ps 1994 r.)

[Tonoxxenre 06 aKKpeIWTAIMH HCIBITATELHBIX JIAOOpaTOpHii W OPraHoB IO CEePTU(HUKAINH
CpEeICTB 3amuThl WHpOpMANUU 1O TpeboBaHUAM OezomacHOCTH HHGOpPMaUUH (YTBEPXKIAEHO
npencenareneM ['octexkomuccun Poccun 25 Hos16pst 1994 1.)

10.

TumoBoe mosoXKeHHe 00 HUCHBITaTeNbHOW J1aboparopud  (YTBEPKAEHO IIpeJCceIaTesieM
["ocrexxomuccuu Poccru 25 HostOpst 1994 r.)

11.

TunoBoe mojoxeHue 06 opraHe MO aTTeCTAllHd OOBEKTOB HH(POpPMATH3ALUU IO TpeOOBaHHIM
Oe3omacHocTH uHpOpMarwu (yTBEpXKIAeHO mpeacenareneM [ ocrexxkomuccun Poccun 25 HOAOpPS
1994 r.)

12.

TumoBoe mosoxeHne o0 opraHe MO CepTHGHUKANUU CPEACTB 3allUThl HH(pOpMamuu Mo
TpeboBaHUAM Oe30macHOCTH WH(popmanuu (YTBEpKICHHOE IpeicenaTeneM [ 0cTeXKOMHCCHU
Poccuu 25 Hos16ps 1994 1.)

13,

«BpemeHHass MeTOIWKa OLEHKH 3aIlUIIEHHOCTH OCHOBHBIX TEXHHUYECKHX CPEICTB U CHCTEM,
NMpeaHa3HAYeHHBIX 11 00paboTKM, XpaHeHWs W (WIM) Tepeladyd [0 JIMHHUSAM  CBS3H
KoH(ueHIMaTbHONU HHpopMarmmy, I'ocrexxomuccus Poccun, Mocksa, 2001 r.

14.

«BpemenHas MeToaMKa  OIEHKH  3AIUIIEHHOCTH  KOH(DHIEHIMaTbHOW  WHGOpPMAIHH,
oOpabaTeiBaeMOlf OCHOBHBIMH TEXHHYECKHUMH CpPEICTBAMH U CHCTEMaMH, OT YTEUKH 3a CUET
HABOJIOK Ha BCIIOMOTAaTEeIbHBIE TEXHHYECKHE CPEJICTBA M CHCTEMBl U HUX KOMMYHHUKAIUUY,
IN'ocTexxomuccus Poccun, Mocksa, 2001 r.

15.

«BpemeHHass MeTOIMKa OLIEHKH 3alWINEHHOCTH PeueBOM KOH(GUICHIUATHHON HHpOpMAlUU OT
YTEUKH TI0 aKyCTHYeCKOMY M BHOpoakycTHueckoMy KaHamam», [ocrexxomuccus Poccun,
Mockaa, 2001 r.

16.

«BpemeHHass MeTOIMKa OLIEHKH 3alMINEHHOCTH pPeueBOM KOHGUICHIUATHHON WHGOpMAIUU OT
YTE€UKH 3a CYET 3JIEKTPOAKYCTHYECKHX IMpeoOpa3oBaHUil B BCIIOMOTATEIbHBIX TEXHUYECKHUX
CpelicTBax U cucremMaxy, ['ocrexxomuccus Poccun, Mocksa, 2001 .

17.

Meronngeckuii TokyMeHT «Mepbl 3auThl HHHOPMAIHH B TOCYIaPCTBEHHBIX HH(POPMAIMOHHBIX
cucremax» (yreepxaeH ®CTOK ot 11 depans 2014 r)

18.

«COOpHHMK DPYKOBOASAINMX JOKYMEHTOB IIO 3aIluTe HMH(OpPMAIUH OT HECAHKIMOHMPOBAHHOTO
nocrymnay, ['octexxomuccust Poccun, Mocksa, 1998 r.

19.

PJT I'ocrexxomuccuu Poccum «3ammra OT HECAHKIIMOHHPOBAHHOIO JOCTyHa K WH(GOpPMALUU.
Yacte 1. Ilporpammuoe obecneuenue cpeictB 3amuThl uHGopmamuu. Kiaccupukanus mno
YPOBHIO KOHTPOJIS HEIEKJIAPHPOBAaHHBIX BO3MOXHOCTEH», Mocksa, 1999r.

20.

AnvunuctpatuBHbll pernameHT @CTOK mo mpenocTaBieHHIO TOCYIApCTBEHHOW YCIYTH IO
JHMILEH3UPOBAHUIO JESATEIbHOCTH M0 TEXHHYECKOH 3amuTe KOH(HIACHIMAIFHOW HH(pOpMalUu
(yrBepkneH [Ipukazom @CTOK ot 12 mrons 2012 r Ne83)

HanmnonanabHbIE CTAaHAAPTbI

HaumenoBanue

['OCT P 51583-2014. «Ilopsimok co3aHus aBTOMaTH3UPOBAHHBIX CHCTEM B 3aIUIIIEHHOM
UCTIOJTHEHUI )

I'OCT P50922-96. «3amura nadpopmanyuu. OCHOBHBIE TEPMHUHEI U ONIPEICTICHUS»

I'OCT PO 0043-003 2012r «3amuTa uHGOpMauH. ATTecTanus 00beKTOB HHPOPMATH3ALUI»

['OCT PO 0043-004 2013r «3amuta uHbOpMarmu. [IporpaMMa U METOIUKH aTTECTAHOHHBIX
HCIIBITaHUN »

I'OCT P 51275-99. «3ammra wuHbopmamun. OOvekT uHDOpMarhsanuu. DakTopH,
BO3JelicTByromuMe Ha nHpopMarmro. OO1IHe MoJ0KEHUS )

Pexomenmanun mno crarmaptusammu . P 50.1.053-2005. «MHpOpManMOHHBIE TEXHOJIOTHH.
OCHOBHEIE TEPMHHBI U OIIPEJICTICHHUS B 00JIACTH TEXHHIECKON 3aIUTHI HHYOPMALIMH »

['OCT P 51241-98. «CpencTsa u cHCTEMbI KOHTPOJIS M yIIpaBJIeHus noctynoM. Knaccuduxanus.
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No
HanmeHnoBaHue

n/n
O6mue Texuuyeckne TpeboBanus. MeTOoIbl HCIIBITAHUI»

8 |I'OCT 34.201-89. «MubopmanmonHas  TexHojorus. Komiuiekc — cTaHmaproB  Ha
AaBTOMATH3WPOBAHHBIE CHCTEMBL. BHIBI, KOMIUIEKTHOCTbh U 00O03HAa4eHHE IOKYMEHTOB IIpH
CO3JTaHMH aBTOMATH3UPOBAHHBIX CHCTEM»

9 |TOCT 34.602-89. «HMubopmanuonHass  TexHosorus. KoMiulekc  cTaHzaproB  Ha
aBTOMAaTH3MPOBAHHBIE CHCTEMBL. TE€XHHYECKOEe 3aJaHHe Ha CO3JaHHE aBTOMATHU3MPOBAaHHBIX
CHCTEM»

10 |TOCT  34.003-90. «UWHbopmanmonnas  TexHoyorusi. Komiuleke — craHzaproB  Ha
AaBTOMAaTH3HPOBAHHBIE CUCTEMBl. ABTOMATU3HUPOBAHHBIE CUCTEMBL. TEepMHUHBI H OIPEAEICHUS

11 |[TOCT 34.601-90. «MupopManmoHHAss  TeXHONOTHA. KOMIUIEKC  CTaHIapTOB  Ha
ABTOMATH3MPOBAHHEIE CUCTEMBI. ABTOMAaTH3UPOBaHHBIE CHCTeMBL. CTaausi CO3AaHUA

12 | TOCT P 6.30-2003. «YHuGUIIHPOBaHHBIE CUCTEMBI JOKYMEHTAIlMH. Y HUUIIMPOBaHHAS CHCTEMA
OpraHU3aIOHHO-PACIOPAIUTEIHHON JOKyMeHTauu. TpeboBaHus K 0)OPMIICHUIO JOKYMEHTOB»

13
['OCT 28195-89. «Onenka kauecTBa MpOrpaMMHBIX cpeacTB. OOIINe MMOT0KEHUS»

14 |TOCT P HMCOWMDBK 9126-90. «1udopmanmonHas TexHojorus. OIleHKa MOporpaMMHOMN
IPOAYKIHH. XapaKTepHCTHKA Ka4ecTBa U PyKOBOJCTBA 110 UX IPHUMEHEHHUIO»

15 | TOCT P 50739-95. «CpenctBa BBIYUCIUTENBHON TEXHUKHU. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO
JocTryna K nHpopmanumy

3.4.3. lonoJiHUTE/IbHAA JIUTEPATypa
Ne HaumenoBanue
n/n

1 | Cemxun C.H., CemxunA.H.OcHOBBI HH(pOpMaNMOHHONW O€30macHOCTH OOBEKTOB 00pabOTKH
uHpopmaruy, 2000 r.

2 | b. lnaiiep. CekpeTsl 1 103Kb. bezomacHOCTh JaHHBIX B (poBoM mupe, 2003 T.

3 | [. Cxnspos. UckyccTBo 3ammThl 1 B3toma nHpopmaruu, 2004 r.

4 | C.C. Kopr. Teopetuueckne oCHOBHI 3amuThl HHGopMmarmu, 2004 r.

5 | B.B. lomapes. be3onacrocTs nHGOpManuoHHbIX TexHOJIorud. CucremMubni noaxon, 2004 r.

6 | C.H. CemkuH u np. OCHOBBI OpraHu3allMOHHOro odecnedyeHus: HHPOpPMalHOHHOH 0€30IacHOCTH
00bexToB HHpopmaruzanuu, 2005 r.

7 | B.B. Jlomapes. 3ammTa nHpopMauy 1 6€30MacHOCTh KOMIBIOTEPHBIX CHCTEM, 1999 1.

8 | B.B. MenpaukoB. bezonacHOCTh HH(MOpPMAIHK B aBTOMAaTHU3HPOBAHHEBIX cucTemMax, 2003 r.

9 | AIO. IlernoB. 3ammra KOMIBIOTEPHOM HH(GOPMAaNUH OT HECAHKIMOHMPOBAHHOIO [OCTYyIa,
2004 r.

10 | T.JL IMapteika, ITonoB M.U. Madopmanuonnas 6ezonacHocTs, 2004 r.

11 | B.M. Spoukun. Undopmannonnas 6e3omacHOCTh. Y4eOHUK 1715 By30B, 2004 r.

12 | I'"H. YcturoB. OcHOBBI HHGOPMAIMOHHOM 0€30IIaCHOCTH CHUCTEM M CeTeH mepenadyd JaHHBIX,
2000r.

13 | B.A. l'amarenko. OcHoBbl nHpopManuonHoi 6e3onmacHoctu. Kype nexkuuii, 2004 r.

14 | TeopeTnueckue OCHOBBI KOMIIBIOTEPHOM Oe30nmacHocTH. Y4yeOHoe nocodue it By3oB, 2000 r.

15 | CoxonoB A.B., Crenanrox O.M. Illnmonckue mryuku. Metonsl MHGOPMALMOHHON 3aIUTHI
00BEKTOB M KOMITbIOTEPHBIX cucteM, 2000 T.

16 | A.B.IlerpakoB. OCHOBBI IpaKTHYECKOH 3amuThI HHGopMaruu. YdyedHoe nocodue, 2005r.

17 | A.A. T'y6enkos, B.b. baii6ypun. Madopmanunonnas 6e3onacHocth, Y4eOHoe mocobue, 2005r.

18 | C.B. Jlebenp. MexcereBoe sKkpaHupoBaHue. Teopus M MpaKTHKa 3allUTHl BHEIIHETO NEPUMETPa,
2002r.

19 | B.I'. I[Ipockypun, C.B. Kpyros, 1.B. Mankesunu. 3amuTa B onepanuoHHbIX cucremax, 2000r.

20 | A.A. CubiTHEKOB. JIunieH3upoBanue u ceptudukarus B odmactu 31, 2003r
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No HaumenoBanue
n/u

21 | Ckott bapmen. Pa3zpabotka mpaswi nHpopmanroHHoi 6e3onacHocTH, 2002r.

22 | A.B. Uneuues. Hagana cuctemuoii 6e3onacuoctu, 2003r.

23 | I'.®. KonaxoBuy. 3amura nHGOPMAIMH B TEIEKOMMYHHKAIIMOHHBIX cucTeMax, 2005r.

24 | Hayuyno-nmpaktudeckuii coopHuk. TexHudgeckue cpecTna 3amuThl HHGopmarmu, 2002r.

25 | Bunbsm Cromumuar. OcHOBEHI 3amuThl ceTed. [Tpunoxxenus u cranmaptsl, 2002r.

26 | A.A. CoxonoB, O.M. Crenanrok. 3amuTa 0T KOMIBIOTEpHOTO Teppopusma, 2002r.

27 | B. 3uma, A. MonnossH. be3omacHOCTE M100anbHBIX CETEBBIX TexHomoruii, 2003r.

28 | II. [eBssHrH. AHanu3 0€30MacHOCTH YIPABICHHS AOCTYINOM M MH()OPMAIMOHHBIMH IIOTOKAaMH B
KOMITBIOTEPHBIX cucteMax, 2006r.

29 | A.A. CanmepnunoB, B.A. TpaiineB u np. YueOHoe mocobue. HpopmanonHas 0e30macHOCTh
npennpusitus, 2006r.

30 | CruBen Hoptkar, Mepu Kymep u ap. AHaiu3 TUIOBBIX HapyIIeHHH O€30MacHOCTH B CETHX,
2001r.

31 | H.A. T'aiinamaxus. Pasrpannyenne nocrymna K #HGOpMAaIH B KOMIIBIOTEPHBIX cucTteMax, 2003r.

32 | B.A. AcanoBuu, T.I'. ManemmH. WHopmanumonHas O0e30macHOCTh: aHAJIW3 H  IPOTHO3
uH(popManmoHHOro Bo3eicTeus, 2006r.

33 | JO.K. Menbmakos. 3amuTta 00beKTOB M HH(POPMALIMK OT TEXHUYECKHUX CpeAcTB pa3Benku, 2002r.

34 | B.A. Konssckuii, C.B. Jlomarkus. KomnerorepHas mpectymHocTb, ToM 1, 2006r.

35 | C.A. 3aneunukoB, H.I'. Munocnasckas. Yuebuuk MudopmanronHas 6e30MacHOCTh OTKPBITBIX
cucteM, ToM 1, 2006r.

36 | AAA. Mamok, VYueOHoe mnocobue. HVHpopmannoHHas 0e30mMacHOCTh: KOHIENTYalbHBIE H
METOIOJIOTHYECKHE OCHOBBI 3auThl HHGopMmarwn, 2004r.

37 | A.H. Ilpoxona. O6ecnieuenne UuTepHeT-0e30nmacHOCTH, Y 4eGHOEe mocobue, 2007T.

38 | Yuebuoe mocobue. 3ammTa HHGOPMAIMH B CHCTeMaxX MOOHIBHOM cBsi3H, 2006r.

39 | A.A. Mamok. Benenne B 3amuty HHGOpMAaIUK B aBTOMaTH3HPOBAHHBIX crcTeMax, 2005r.

40 | E.B. Benos, B.IL. Jlock. Yue6Hoe nocobue. OcHOBEI HHPOpMAITHOHHOM GezomacHocTH, 2006T.

41. | C.B. 3aneunnxoB u ap. OCHOBBI TOCTPOSHHSI BUPTYaIbHBIX YaCTHBIX ceteit, 2003r.

3.4.4. IIporpammHoe oGecniedueHne

ITakeT nporpamm pupmsr Microsoft. ‘
WHCcTpyMeHTaIbHBIE CPeACTBa ISl TPOBEICHHS aTTECTAIIMOHHBIX HCIBITaHui: «PeBu3op-1XPy,

«PeBuzop-2XP», « DUKCy», «Tepbep», «ATeHT HHBEHTApHU3ALUN» H JIP.

Cpenctsa 3amuts! nHbopMarmu ot HCJI: SecretNet, DallasLock, Axkkopa, Ctpax u mp.
3.4.5. Ilaker caymarenst
[TakeT cnymarens (pa3naToYHBIA MaTepHall) BKIIOYAET:

- KOHCIIEKT JIEKIUH (IIpe3eHTaluii) A CIyIaTelis H0 JONOTHUTEIbHOU MpodecCHOHATBHOI TporpaMme
HOBBIIIEHHS KBATM(UKAIMK CIENHAIACTOB B 00JIaCTH WHGOPMAIMOHHOW O€30IMacHOCTH IO KypCy
«Ob6ecnieyeHne 6€30MaCHOCTH IEPCOHANBHBIX JAHHBIX MIPU UX 00paboTKe B HH(POPMAIMOHHEIX CHCTEMAX
NIEPCOHABHBIX JaHHBIX »;

- IOKYMEHTAIIMIO Ha HHCTPYMEHTaJIbHBIE CPEICTBA, UCIIOIB3YEMBIE ISl aTTeCTAIMOHHBIX UCITBITAHUH;

- IOKyMEHTALMIO Ha cpesicTBa 3amuThl nHGopmarmu ot HCJI;

- IAaKET TUIIOBBIX JTOKYMEHTOB, pa3pabaTbiBaeMbIX B Xojie artectanuu OU.

3.5. llopsnok mepexayn MporpaMMbl NOBBIMEHHsT KBAJIH(HUKALMH APYroil Opranu3anum

JlaHHas mporpamMma MOBBINICHUS KBATA(GUKALIME MOXET OBbITh TEpeaHa JPYroil OpraHM3aliy Ha
OCHOBaHHH U B COOTBETCTBMM C TpPEeOOBAHUSMH JAEHUCTBYIOIIETO 3aKOHOJATENLCTBA POCCHICKON
Oeneparuu.
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4. POPMbBI ATTECTAIINHN

[Topsmox ~ TpoBeleHUS ~ TECTHPOBAaHUs  pa3pabaTbiBaeTcsi ~ YacTHBIM  yUpEXIECHHEM
JITO « Y11 LIBH» caMOCTOSTEIBHO U TOBOJAUTCS JO 00ydaeMbIX Ha yCTAHOBOYHOM 3aHSATHUHU.

WToroBas arrecTanus 00yJaronuxcs 3aBepIlraeTcs 3a4eToM B popMe TecTupoBaHus. B xoze 3auera
CITyIIaTeTd OTBEYAIOT Ha BOIIPOCHI, H3JI0KEHHBIE B Onyerax. Ciymaresnb CUATAETCsl aTTECTOBAHHEIM, €CIIH
0 pe3yjbTaTaM 3adeTa (TECTHPOBaHHsS) KOJMYECTBO MPAaBIJIBHBIX OTBETOB cocTaBisieT He MeHee 80%.
CrymaressiM, YCIEITHO CAABIIMM 3a4eT, BBIAAIOTCS YIOCTOBEPEHHs O IIOBBIIIEHHH KBaTH(DHKAIMH
YCTaHOBJIEHHOTO 0Opa3na

JIyiss IpOBEICHUsT UTOTOBOM aTTECTALMU CO3IAETCs aTTECTAllMOHHAs KOMHCCHS, COCTaB KOTOPOM
yTBepxkaaetcst nupektopoM YactHoro yupexaenus 10 « YL LIBW».

B memsix obecriedyeHus: OOBEKTHBHOM OICHKH 3HAHWN, YMEHHH M YpPOBHS IPHUOOPETEHHBIX
KOMIIETEHIIUH CllylmaTeNneM II0 pe3ylbTaTaM OOYy4YeHHsI B COCTaB aTTECTAlMOHHON KOMHCCHHM MOTYT
Bmodatecst mpencraButenmn  OCTOK  Poccum, mnoreHmmansHble paGoTonmaTend, HTpOQUIbHBEIE
CIIELHATUCTHI U IPEICTABUTENH 3aKa3yuKa 00y4eHHUI.

5. MIEPEYEHBb CBEJIEHUI, COCTABJIAIOIINX TOCYIAPCTBEHHYIO TANHY,
HUCITIOJIB3YEMBIX B YYEBHOM ITPOLIECCE

CaezieHus, COCTABJISIFOINE FOCYJAPCTBEHHYIO TaifHy, B y4eOHOM Ipolecce He UCIOIb3YIOTCS.

HavanpHuk yueOHO-METOAMYECKOH TPYIITBI g }/
. B.U. Kpyx
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